
DIGGING INSIDE
VENDING MACHINE’S

BLUETOOTH
For fun and snacks!

san__yohan(Aether)Yohan FEVRE 2024 | Sthack



Why?

SUMMARY
CONTEXT

ANALYZE

PROTOCOL

How?

How it works?

Free snacks?
VULNERABILITIES
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WHO AM I

Consultant @Adacis
BugHunter / Security Researcher
CTF Player @LesPiresHat



Vending machine on my campus
We can pay with an application or by credit card
I'm curious to understand how it works and maybe
find a vulnerability?

Let’s explore!

CONTEXT
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BYPASS HISTORY

Race condition with buttons

Change balance on NFC badge



NOW ?
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HOW THE APP WORKS?
1. Install the application
2.Add credit
3.Connect to a vending machine
4.Choose an item from the vending machine
5.Subtract item price from application balance / credit
6.Collect item

No internet required when buying! Confirmed by completing the
steps in airplane mode
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ANDROID APPLICATION ANALYSIS

JADX Frida

STATIC DYNAMIC
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FIRST LOOK

Readable code, can be better but not too bad
Some obfuscation for the functions names
Rewrite existing functions??

CODE QUALITY

decodeHex rewrite
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THE CODE
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Here's what part of the code looks like



HOW IT WORKS

UI

Standard user
interaction

LOCAL
DATABASE

BLUETOOTH
STACK

Current credit,
Payment

Speak with the
vending
machine
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ATTACK HISTORY
In 2018, Matteo Pisani an
italian hacker managed to
exploit the same kind of
application by modifying the
internal database where the
credit is stored.

https://hackernoon.com/how-i-hacked-modern-vending-machines-43f4ae8decec
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DATABASE

Why not just restore balance?
Easiest way!
But we get a corrupted data :(
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BLUETOOTH

No choice, I need to
dig in BLE exchanges

SERVICE &
CHARACTERISTICS
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BLUETOOTH

Example: 92235392B04MACHINE NAME
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BLUETOOTH

EXCHANGES

AES-CBC - NoPadding
Key & IV Hardcoded
IV later derived
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FINE, BUT WHERE
IS THE
BLUETOOTH
LOGIC??

BLUETOOTH



FIRST ERROR

Function was too big
(~995 lines)
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Me after using
‘--comments-level debug
--show-bad-code’
options
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WIRESHARK

Dump to understand
exchanges via
BTSnoop



FRIDA

HOOK ALL
FUNCTIONS

The goal is to
understand the
messages
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MESSAGE STRUCTURE
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RECOVERING THE
ELEMENTS
NEEDED TO
DERIVE THE IV

vendorId
vendorPwd

VENDOR INFORMATIONS
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THE CLIENT
RETRIEVES THE
SERVER’S
CHALLENGE

AUTHENTICATION
SEQUENCE
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THE SERVER
RETRIEVES THE
CLIENT’S
CHALLENGE

AUTHENTICATION

Client checks the
challenge
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THE CLIENT
CHECKS THAT
EVERYTHING IS OK

If the server returns its
challenge, back to the
beginning

VERIFY
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THE SERVER
RETURNS WHAT
IT EXPECTS FROM
THE CLIENT

There are 3 types of
command

COMMAND
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BUILDING AN EMULATOR

OPTION 1

Lazy, use an
ESP32 and

repeat
messages of a

real exchanges.

OPTION 2 OPTION 3

Studious, use
an ESP32 and
rewrite a full

vending
machine in C++

Rent a vending
machine
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THE GOOD OLD
ELSE IF

Option 1, Lazy :)

EMULATOR
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DEFAULT
BLUETOOTH MTU
SIZE 23 BYTES

SECOND ERROR



NOW

EMULATOR MOBILE
APPLICATION

san__yohan(Aether)Yohan FEVRE 2024 | Sthack



CROSS-PLATFORM

ReactNative w/Expo
+ Coding time
+ Live update
- Build time

MOBILE APPLICATION

san__yohan(Aether)Yohan FEVRE 2024 | Sthack



ONLY VERIFY
20BYTES

23bytes:
 - 3 headers
 - 20 data

THIRD ERROR - MTU
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NOW

BLUETOOTH
EXCHANGES

POC WITH
EMULATOR
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FREE SNACKS
TIME !
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STEALTH
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HOW TO FIX ?

ALWAYS DO YOUR CHECK ON A TRUSTED DEVICE (SERVER)

USE CLIENT MOBILE ONLY TO SEND DATA, NO PROCESSING!
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TIMELINE

VULNERABILITY FOUND07/03/2024

17/03/2024

09/05/2024

TODAY

MAIL SENT TO INFORM ABOUT
VULNERABILITY

REMINDER MAIL

STILL NO RESPONSE



Being this weird guy executing my weird Frida scripts in front
of a vending machine with a computer. ❤

THANKS TO

150K - AD

LUMINOUW - JULIEN / LAURENT
Proofreading. 😎
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ANTOINE
Android tablet. 👾



THANK YOU
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